
Overview of the HIPAA Privacy Rule



Objectives
• Learn about the importance of the HIPAA Privacy and Security 

Rules in safeguarding patient confidentiality.
• Recognize situations in which protected health information may be 

disclosed improperly.
• Appreciate the consequences of HIPAA rule and MSU policy 

violations.



Basic Principle: Privacy Rule
A major purpose of the HIPAA Privacy Rule is to define and limit the circumstances 
in which an individual’s protected heath information may be used or disclosed by 
covered entities.  The essence of the rule is:

A covered entity may not use or disclose protected health information, 
except either: 

(1) as the Privacy Rule permits or requires; or 
(2) as the individual who is the subject of the information (or the 

individual’s personal representative) authorizes in writing.

45 CFR 164.502



“Covered Entities” 
Health care provider groups such as MSU HealthTeam are subject to HIPAA and 
thus referred to as “covered entities.”  Since HealthTeam and other covered 
entities on campus are not legally separate from the rest of the university, MSU 
is considered a “hybrid entity.”



“Protected Health Information”
The Privacy Rule protects all "individually identifiable health 
information" held or transmitted by a covered entity or its business 
associate, in any form or media, whether electronic, paper, or oral.  

The Privacy Rule calls this information “protected health information 
(PHI).”



“Protected Health Information”
PHI includes any information related to:

1. The individual’s past, present or future physical or mental health 
and condition.

2. The provision of health care to the individual.

3. The past, present or future payment for the provision of health care 
to the individual.

PHI includes many common identifiers such as names, addresses, 
telephone numbers, images, MRNs and other unique identifying 
numbers, characteristics, or codes.



“Use” / “Disclosure”
“Use” means, with respect to individually identifiable health information, the 
sharing, employment, application, utilization, examination, or analysis of such 
information within an entity that creates or maintains such information.  

“Disclosure “ means the release, transfer, provision of, access to, or divulging in any 
other manner of information outside the entity holding the information. 



Permitted Uses & Disclosures
A covered entity is permitted, but not required, to use and disclose protected 
health information, without an individual’s authorization, for the following 
purposes or situations: 

1) To the Individual 
2) Treatment, Payment, and Health Care Operations
3) Opportunity to Agree or Object;
4) Incident to an otherwise permitted use and disclosure;
5) Public Interest and Benefit Activities;  and
6) Limited Data Set for the purposes of research, public health or health care 

operations. 

Covered entities may rely on professional ethics and best judgments in
deciding which of these permissive uses and disclosures to make.



Patient Rights
1. Covered entities must distribute a “Notice of Privacy Practices.”
2. Access: Patients have the right to review and receive copies of their information 

in the covered entities “designated record set” with some exceptions, such as 
psychotherapy notes, information compiled for legal proceedings and certain 
laboratory results designated by other laws.  Professionals may deny access to 
prevent harm to the individual or others.

3. Amendment Individuals may request to amend (not alter) their records if they 
are inaccurate or incomplete. 

4. Disclosure Accounting Individuals have the right to “an accounting of 
disclosures” of their records for the six years prior to their requests, with a whole 
host of exceptions (including treatment/payment/operations.)

5. Restriction requests for treatment/payment/operations may be made by 
individuals but the covered entity is under no obligation to comply, except in the 
case of disclosures to health plans when patients have paid 100% “out of pocket 
for the service.”



Minimum Necessary Standard
When using or disclosing PHI or when requesting PHI from another covered 
entity or business associate, a covered entity or business associate must make 
reasonable efforts to limit protected health information to the minimum 
necessary* to accomplish the intended purpose of the use, disclosure, or 
request. 

Example Exceptions:

1. Treatment
2. Patient Access to Own Records
3. Written Authorizations
4. Legal & HHS Requirements

*The minimum amount of PHI needed to get the (authorized) job done, or just this chart.



Breaches



Breaches
An unauthorized acquisition, access, use or disclosure of  
PHI is presumed to be a breach unless the covered entity or 
its business associate demonstrates that there is a low 
probability that the protected health information has been 
compromised.



Breaches
Breach Notification Process

§ Covered entities write letters to the affected individual(s) that must 
include a brief description of what happened, types of information 
involved, steps to limit the harm, mitigation efforts and contact 
information.

§ Breaches are reported to HHS.  If under 500 patient records are 
involved, the covered entity maintains a log and submits it annually.  
If a breach affects 500 or more individuals, the covered entity must 
notify HHS and local media without unreasonable delay. 



“Wall of Shame”
Breaches involving 500 or more patients are listed on the OCR web site.



Social Media
It is never OK to post a patients picture or discuss any details online without their 
express authorization.  Clinics with their own Facebook pages and Twitter 
accounts should check with the Marketing & Communications Manager to make 
sure the proper permissions are in place.



HIPAA Enforcement
If a covered entity or a business associate is determined to be in violation of the 
HIPAA rules, the HHS Office of Civil Rights (OCR) may provide technical 
assistance, access civil monetary penalties, and take even more strict actions 
depending on the circumstances.

§ Civil monetary penalties (CMP) range from $100 to $50,000 per violation on 
the level of culpability; up to an annual maximum of $1.5 million for identical 
violations.

§ Typically the OCR and the covered entity/business associate will enter into a 
resolution agreement that involves a settlement less than the maximum 
CMP, with a multi-year corrective action plan that also has costs.

§ From the beginning of enforcement in 2003 until the end of 2017, OCR has 
settled or imposed a CMP in 53 cases for a total dollar amount of 
$75,229,182.00

§ The OCR also referred 664 cases during this time to the Department of 
Justice for criminal prosecution.

https://www.hhs.gov/hipaa/for-professionals/compliance-enforcement/data/enforcement-highlights/index.html


Anthem Pays OCR $16 Million in Record HIPAA Settlement Following 
Largest U.S. Health Data Breach in History

October 15, 2018

Anthem, Inc. has agreed to pay $16 million to the U.S. Department of Health and Human Services, 
Office for Civil Rights (OCR) and take substantial corrective action to settle potential violations of 
the Health Insurance Portability and Accountability Act (HIPAA) Privacy and Security Rules after a 
series of cyberattacks led to the largest U.S. health data breach in history and exposed the 
electronic protected health information of almost 79 million people.

The $16 million settlement eclipses the previous high of $5.55 million paid to OCR in 2016.







The University of 
Mississippi paid a 
$2.75 million 
settlement to OCR and 
agreed to corrective 
action for  a breach 
that affected 10,000 
people.  The lack of 
timely and reasonable 
safeguards to enforce 
the HIPAA privacy and 
security rules also 
influenced the 
enforcement action.



New York 
Presbyterian and 
Columbia University 
paid $4.8 million to 
HHS to settle a 
HIPAA violation 
Case.

The ePHI of 6,800 
individuals 
(including patient 
status, vital signs, 
medications, and 
laboratory results) 
was breached after  
a physician 
deactivated a 
server and 
accidently made 
the data available 
on the Internet.



HIPAA Questions?

Contact

John Hazewinkel, MPA, JD
Compliance & HIPAA Privacy/Security Officer
West Fee 415
(517) 355-1822
John.Hazewinkel@hc.msu.edu

See: http://www.hhs.gov/hipaa/index.html

mailto:John.Hazewinkel@hc.msu.edu
http://www.hhs.gov/hipaa/index.html

